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Kk ITooxxeHuro o caiiTe MyHUIIATIAIBHOTO
aBTOHOMHOT'0 JIOIIKOJIEHOTO 00pa3oBarelib-
HOTO yUPeXACHUS MyHUIIUIIATHEHOTO 00pa-

3oBanus ropox Kpacronap «Jlerckwmit can
Ne 17»

NHO®OPMAIIMOHHASA ITAMSATKA
JJIS OB YYAIOIIUXCA JJI51 PASMEIEHUA ST
HA OOUIIUAJBHBIX UHTEPHET-PECYPCAX

C xaxapIM roloM MOJIOZEKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a ITKOJIb-
HHMKH OJHH M3 CaMbIX aKTHUBHBIX II0Jib30oBareneid Pynera. Mexmoy TeM, MOMHMO
OTPOMHOI'0 KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HEeCeT U MPoOIeMbl. DTa IaMsIT-
Ka TOJDKHA TOMOoYb Tebe 6e30IacHO HaXOOUTHCS B CETH.

KommbroTepHbie BUPYCHI

KoMIIBIOTepHBIM BHPYC - 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX IPOTPaMM,
OTIIMYUTEIHLHON OCOOEHHOCTRIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K Pa3MHOXKEHHIO.
B pomnonHeHue K 3TOMy, BUPYCHl MOTYT IOBPEAUTH WIIM MOJHOCTHIO YHUUYTOXHUTD
Bce (halinbl ¥ TaHHBIE, TOAKOHTPOJIBHEIE TTOJIB30BATEI0, OT UMEHH KOTOPOTo ObLIa
3aIlyllleHa 3apakKeHHas IporpaMMa, a Tak)Ke MOBPEIUTh WK JakKe YHUYTOXHUTH
OIIEpPaI[MOHHYIO CHUCTEMY CO BceMHU (aililaMu B IienoM. B GoNBIIMHCTBE ciaydaeB
PacIpOCTPaHSIOTCS BUPYCHI Uepe3 UHTEPHET.

Mertobl 3aIUTHL OT BPEJOHOCHEIX MPOTPaMM:

1. Mcnone3yil COBpEMEHHBIE OIEpallMOHHBIE CHCTEMBI, UMEIOIINEe Cephe3-
HBIM ypOBEHB 3aIUTHl OT BPEIOHOCHBIX IIPOTpaMM;

2. IlocTosiHHO ycTaHaBiIMBai mayTH (LU(POBBIE 3aIlIaTKH, KOTOPHIE aBTO-
MaTHUYEeCKH yCTaHABIMBAIOTCS C LENbI0 TOPabOTKU MPOTrpaMMEbl) U ApyTHe OOHOB-
JIEHUs CBOEH OIepalloHHON cucTeMbl. CkauWBall MX TOJNBKO C O(UIIMAIBHOIO
calita paspabdorunka OC. Ecnu cymiecTByeT peXuM aBTOMAaTHYECKOrO0 OOHOBIIE-
HUSI, BKJIFOUH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE IO/ ITpaBaMU IOJIb30BATENIA, a HE aJMHu-
HUCTpaTopa. ITO HE MO3BOJHUT OOJIBIIMHCTBY BPEIOHOCHBIX ITPOTpaMM HHCTAIIIH-
POBaThCS HAa TBOEM IIEPCOHATIEHOM KOMITBIOTEPE;

4. Victionp3y#i aHTUBHUPYCHBIE IPOrpaMMHBIE TIPOAYKTHI M3BECTHBIX IIPOU3-
BOAMTENEH, C aBTOMaTHUYeCKUM OOHOBIeHHEM 0a3;

5. Orpanuys GU3NIECKUN JOCTYII K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonp3y# BHEIIHHUE HOCHTETH MH(MOpMaIuy, Takue Kak (QIelnka, JIUCK
Wi Gaia U3 HHTEpHETA, TOIBKO U3 MIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpBIBali KOMITBIOTEPHBIE (Daiiiibl, MOMyYeHHbIE U3 HEHAJAES)KHBIX HC-
TOYHUKOB. Jlaxxe Te (ailyibl, KOTOpbIe IIpUCTal TBOU 3HAKOMBIN. Jlydie yTo4Hu y
HETo, OTIIPABIISI JTU OH Tebe UX.

Cetu WI-FI




Wi-Fi - aT0 He BUJ Nlepefiauul JaHHbIX, HE TEXHOJIOTHS, & BCETO JIMIIL OpenI,
Mapka. Eme B 1991 romy HuMaepnaHICKas KOMIIAaHMS 3aperHCTpHpoBaiia OpeHp
"WECA", uto o6o3Hauaino crnoBocoueranue "Wireless Fidelity", kxoTopsiii nepe-
BOJMTCS Kak "OGecTpoBOIHAS TOYHOCTE'".

Jlo Haiero BpeMeHH foluia apyras ab0peBuarypa, KoTopast SBISIETCs TaKOR
ke TexHonoruei. Jto abbpeBmarypa "Wi-Fi". Takoe HaszBanwe OBLIO JaHO ¢
HaMEKOM Ha CTaHJAapT BhICIIeH 3BykoBo# TexHukHu Hi-Fi, uTo B mepeBome o3naya-
eT "BBICOKast TOYHOCTh".

Ha, GecrnaTHbI HHTEPHET-IOCTYH B Kade, OTENIX U adporopTrax ABISETCS
OTJIMYHON BO3MOXXHOCTBIO BBIXOZa B HMHTepHET. HO MHOTHE BKCIEpPTHI CUUTAFOT,
gTo oOmenoctynusle Wi-Fi ceTn He SBISIOTCS O€30ITaCHBIMH.

CoBeTtsl 110 6€3011acHOCTH pabOTHI B 00IIEIOCTYITHEIX ceTsax Wi-fi:

1. He nepenasaii cBOrO JINYHYIO HHpOpMaIuo depe3 obmenoctymusie Wi-Fi
ceT. PaboTas B HUX, )KeJIaTeNbHO HE BBOJUTH MAPOJH AOCTYIIA, JOTHHBI M KaKHe-
TO HOMeEpa;

2. Ucnone3yii 1 0OHOBISH aHTUBHPYCHEBIE MIPOTPaMMEI B Opanamayep. Tem
caMbIM ThI 00€30IacHuIlb ceOs OT 3aKauKy BUpYyca Ha TBOE YCTPOMUCTBO;

3. Ilpu ucnons3zoBannu Wi-Fi otkmroun dyskmuto "OOmmEi 10oCTymr K ¢aii-
naMm u npuHTepaMm". JlaHHas GyHKIWS 3aKphITa IO YMOJYAHHIO, OJIHAKO HEKOTO-
pBle IIOJB30BaTeNld aKTUBHUPYIOT ee IS yAOOCTBa HCIONB30BaHUS B paboTe MIIH
yuebe;

4. He wucmomp3y#t myOmuunbeidi WI-FI nmus mepemadum JUYHBIX [aHHBIX,
HaIlpUMep JJIS BBIXOJa B COIIMANIbHEIE CETH WIIH B DJIIEKTPOHHYIO IIOUTY;

5. Mcnons3yit TonpKo 3amuinennoe coequaenue gepes HTTPS, a ve HTTP,
T.e. Ipu Habope BeO-ampeca BBOAW UMeHHO "https://";

6. B mo6unsnoM Tenedone otkimroun ¢pyakiuio "Tlogkmodenne k Wi-Fi aB-
tomaTtnuecku". He mormyckaii aBTOMaTHYIeCKOro IOJIKIIOYEHHs YCTPOUCTBA K Ce-
M Wi-Fi 6e3 TBoero coriacus.

CounanbHbIe CETH

ConmanpHbIe CETH aKTUBHO BXOMST B HAILy JKH3HB, MHOTHE JIIOIU PabOTar0T
U XKUBYT TaM ITOCTOSHHO, a B Facebook yke 3apeructprupoBan MULIHAP YEJIOBEK,
YTO SBIISETCS OAHOM CEIbMOM BCeX KUTeNel IIaHeThl. MHOrue mojib30BaTelld He
IIOHUMAIOT, YTO MH(OpMAIHs, pa3MelleHHas UMH B COIIMAIBHBIX CETIX, MOXET
OBITH Hal/leHa W UCIIOIB30BaHa KeM yTrOJHO, B TOM YHCIIe He 00s3aTelsHo ¢ Oia-
TIMH HaMEpEeHUSIMH.

OcHOBHEIE COBETHI 10 O€30ITACHOCTH B COITHAITBHEIX CETIX:

1. Orpanudp crucok npy3ed. Y TeOs B APy3bsSX HE OJDKHO OBITH CITydaii-
HBIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuinai cBOK 4acTHYIO XU3Hb. He yka3piBait mapoiu, TenedoHsl, aape-
ca, 1aTy TBOErO POXJEHHUSI U APYTYIO JHYHYIO MHGOPMAIHIO. 3ITOYMBIILIEHHIKA
MOTYT HCITOJIB30BaTh JaKe MHOOPMAIUIO O TOM, KaK THl U TBOW POIUTENH IIaHH-
pyeTe MpOBECTH KaHUKYJIbI;

3. Bammuinaii CBOIO peryTaruio - IEp)XH ee B YUCTOTE U 3amaBaii cebe Bo-
IIPOC: XOTeN OBl ThI, YTOOBI APyTHE TOJIH30BATENH BUAENH, YTO ThHI 3arpy’kaellb?
ITomymaii, mpeXk/Iie YeM YTO-TO OITyOJIMKOBATh, HAMMCATE U 3arPy3UTh;



4. Eciv TeI TOBOPHIIB C JIFOABMH, KOTOPBIX HE 3HAEIITh, HE HCIIONB3YH CBOE
peanbHoe UM U IPYIyIo JINYHYI0 MHGOpPMAIUH: WMS, MECTO JKUTEILCTBA, MECTO
y4eOBI U IIpodee;

5. W36erait pasmemenus ororpaduit B IHTepHeTE, Te TH M300paXkeH Ha
MECTHOCTH, I10 KOTOPOM MOXHO OIIPeIeNIUTh TBOE MECTOIIOIOKEHHE;

6. IIpu perucTpanuy B COIMAIIEHON CeTH HEOOXOAMMO HCIIONIBE30BATh CIIOXK-
HBI€ [1apOJIH, COCTOSIINE U3 OYKB U IIU(DP U ¢ KOJTHYESCTBOM 3HAKOB HEe MeHee 8;

7. JIns cOMalIbHOM CeTH, MOYTHI U JPYTHX CAHTOB HEOOXOMMMO HCIIOJIB30-
BaTh pasHble napoiu. Torga ecnu TeOsl B3JIOMAIOT, TO 3JIOYMBIITUIEHHHKH IOIyYaT
JOCTYII TOJIKO K OTHOMY MECTy, & He BO BCe Cpasy.

ONeKTPOHHbIE NEHBIU

OJNeKTPOHHBIE EHBIH - 3TO OYeHb yIOOHBIH CIIOCO0 IuaTexeil, OMHAKO CY-
IIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT HOMYIUTH STH ASHBIH.

OJeKTpOHHBIE IEHBI'H MOSBUIIMCH COBCEM HEAaBHO M UMEHHO H3-3a 3TOTO BO
MHOTHX FOCYAapCTBax JI0 CHX IOpP HE MPOIHMCAHO MPO HUX B 3aKOHAX.

B Poccuu xe OHE QyHKIMOHUPYIOT U O HUX YK€ IPOIMCAHO B 3aKOHE, T/ie
WX pa3lesisfioT Ha HEeCKOJIbKO BHUJIOB - aHOHMMHBIC M HE aHOHWMHEIE. Pa3sHuIa B
TOM, 4TO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcsl IPOBOAUTE onepanuu 0e3
UIeHTU(UKAIINY 0JB30BaTeNs], @ B HEAHOHUMHBIX MICHTUDUKAITUS TTOTH30BaATENI
ABILeTCS 0053aTeIHFHOM.

Taxoxe cremyeT pa3nudaTh NMEKTPOHHBIE (hHATHBIC EHBIH (PaBHBI TOCYIap-
CTBEHHBIM BaJIOTaM) M 3JIEKTPOHHbIE HEeQHUAaTHbIE NEeHBIU (HE PaBHBI TOCYIap-
CTBEHHBIM BAJIFOTaM).

OcHoBHBIE COBETHI 10 6€3011acHOi paboTe ¢ 3IEKTPOHHBIMHU JeHbraMHu:

1. TlpuBsbku K c4eTy MOOMIBHBIN Tene(oH. DTO caMblid yAOOHBIH U OBICT-
PBIN cIIOCO0 BOCCTAHOBUTH JOCTYII K cuery. [ [puBsi3aHHBINA TeIedOH TOMOXKET, ec-
M 3a0yJernh CBOM IIAaTe)XHBIA Mapoib WX 3aijellh Ha CalT C HE3HAKOMOI'O
YCTPOMCTBA;

2. Wcnone3y# oHOpa3zoBble mapoid. 1locne nepexona Ha YCUIICHHYIO aBTO-
pu3zanuio Tebe yxe He OyleT yrpokaTh OIaCHOCTh Kpa)ky W IiepexBaTa IiaTexk-
HOTO TIapoJIs;

3. Bribepu cnoxHbii mapons. [IpecTymaukaM OynmeT He MPOCTO yrajaTh
CIIOXHBIN naponb. Haje)xxHble maposiu - 3TO MapoiH, KOTOphIe COAep)KaT He MEeHee
8 3HAaKOB U BKJIIOYAIOT B ce0sl CTPOUYHBIE U MPOMUCHBIE OYKBBI, HUPPHI B HECKOIb-
KO CHMBOJIOB, TaKde Kak 3HaK Joiiapa, (pyHTa, BOCKIMIATENbHBIM 3HAK M T.IL
Hampumep, $tROng!;;

4. He BBOJIM CBOU JTMYHBIE JaHHBIE HA CalTax, KOTOPBHIM HE JOBEpSIeIb.

DNeKTpoHHAs 1T0YTa

DIeKTpOHHAS T0YTa - 3TO TEXHOJOTHUS U TPEIOCTABISIEMbIC €0 YCIyTH 10
MEPECHUIKE U MOIYICHHUIO 3JeKTPOHHBIX COOOIIEHNUH, KOTOPhIE PaCIpeeNsIFOTCs B
KOMITBIOTEpHOU ceTH. OOBIYHO 3IIEKTPOHHBIN IMOYTOBBIN SIIUK BBITJISIAUT CIEIY-
IOITUM 00pa3oM: UMs_TIONB30BaTeNI(@UMs_JOMeHa. Takxke KpoMe Iepeadu Ipo-
CTOTO TEKCTa, IMEETCSI BO3MOXXHOCTD NepeIaBaTh (Qaiiibl.

OcHoBHBIE COBETHI ITO0 0e3011acHOl paboTe ¢ 3JIeKTPOHHON ITOYTOM:




1. Hago BEIOpaTh IIpaBUIBHBIM ITOYTOBEIM cepBHUC. B WHTEpHETE €CTh
OrPOMHBIH BEIOOP OECIITIaTHBIX IOYTOBBIX CEPBUCOB, OXHAKO JIYUIIE JOBEPATE TEM,
KOI'0 3Haellb ¥ KTO IIePBbIA B PEUTHHTE;

2. He yxasbIBall B TMYHOM 1TOYTe JIMUHYI0 HHPOpManmio. Hanpumep, tydime
BBIOpaTh "My3bIKanbHbIH (anat@" wiu "poxk2013" BMecTo "Temal3";

3. Hcrnonp3y#l AByXITallHYIO aBTOPHU3AIMIO. DTO KOTAa IOMHMO IIapoJis
HY>XHO BBOJIUTH KOJ, IPUCBHUIaeMBbIH 110 SMS;

4. Beibepu crmoXXHbIH aposts. s KaXIoro MOYTOBOTO SUTHKA JODKEH OBITH
CBOW HaJIe)KHBIN, YCTOWYUBEIN K B3JIOMY 1apOJib;

5. Ecnu ecTb BO3MOXHOCTbh HamucaTb CaMOMY CBOM JIMYHBIA BOTIPOC, HC-
II0JIB3YH 3Ty BO3MO>KHOCTE;

6. Ucmonb3yil HECKOIBKO MOYTOBEIX SIIMKOB. [lepBhIi s 9acTHOU mepe-
IIMCKU C aJpecaTaMy, KOTOPBIM THI JOBEpsieIllb. JTO 3NEKTPOHHBIA afpec He HaIo
HCIIOJIB30BaTh IIPU perucTpauy Ha popyMax U caiTax;

7. He oTkpbIBail (aiiinsl U Apyrue BIOXKEHHS B MHUChMaX, JaXE €CIH OHH
IPUILIA OT TBOUX Jpy3ei. Jlydire yToUHU y HUX, OTIPABISUIM JIX OHU Tebe 3TH
baier;

8. Ilocne oxoHuyaHMs paboOTHl Ha IIOYTOBOM CEPBHCE IIEpell 3aKPHITHEM
BKJIQJIKU C CaliTOM He 3a0yab HakaTh Ha "Breritu".

KubepOymmuHr unu BUPTyaTbHOE U3/I€BaTEIbCTBO

KubepOynnuHr - mpeciiefjoBaHue COOOIIEHUSAMH, COIEPKAIUMHU O0CKOpOITe-
HUs, arpeCcCHIO, 3allyI'MBaHUe; XYyJWUTaHCTBO; COLMAIbHOE OOWKOTHpOBaHHUE C IIO-
MOII[BIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pBOe ¢ KHOESPOYILTHHTOM:

1. He 6pocaiicst B 60if. JIydmmii crroco0: MOCOBETOBATHCS KaK ceOsi BECTH H,
€CJIM HET TOro, K KOMy MOXHO OOpaTHUTBHCS, TO BHayale yCIOKOWTHCS. ECIu ThI
Ha4yHeIllb OTBEYaTh OCKOPOJIEHUSMU Ha OCKOPOJEHHS, TO TOJBKO elle OOoJIbIe
Pa30XKIKENTh KOH(IIHUKT;

2. Yopapnsii cBoelt kubeppemnyTamueis;

3. AHOHMMHOCTH B ceTH MHHMas. CyIIecCTBYIOT CIOCOOBI BBIICHHTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He croWT BeCTH XyJIHTaHCKHA 00pa3 BUPTYaIbHOH JXuU3HH. VIHTepHET
dukcupyer Bce TBOW ACWCTBUSA M COXpaHSACT MX. YJAINUTh MX OymeT KpaiiHe 3a-
TPYIHUTETHHO;

5. Cobmromaii CBOXO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. UrHopupy#t enuHUYHBINA HeraTuB. OqHOpPA30BhIE OCKOPOUTENBHBIE CO00-
IIeHMs JIy4dlle UrHopupoBaThb. OOBIYHO arpeccus IpeKpalnaercs Ha HadaabHOU
CTaIVH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHHMSIMU, B
COLIMATIBHBIX CETSX eCTh BO3MOXXHOCTH OJIOKMPOBKHU OTIPABKU COOOIISHMI ¢ OIpe-
JIEJIEHHBIX a/IPECOB;

8. Eciu ThI cBUeTens kubepOyiuHra. TBOM NefCTBUSA: BBICTYIIATD IIPOTUB
MpeciieJoBaTelsl, II0Ka3aTh eMy, UTO €ro IeUCTBUS OLIEHUBAIOTCS HEraTUBHO, IIOJ-
IepXKaTh KEePTBY, KOTOPOI Hy)XHa IICHXOJIOTMYECKas IIOMOINb, COOOIIUTH B3pOC-
JBIM O (haKTe arpecCUBHOIO MMOBEACHUS B CETH.




MoOupHEIH TenehoH

Cospemennble cMapT(OHBI ¥ IUIAHIIETH COAEPKAT B ceOe BIIOJHE B3POCIIBIM
(QyHKIMOHAT, U Tellepb OHU MOTYT KOHKYPHUPOBaTh CO CTAI[MOHAPHBIMU KOMIIBIO-
tepamd. OHAKO, CPEACTB 3aIUTHl IS MTOJOOHBIX YCTPOMCTB IIOKA OYEHH MAJIO.
TecTrpoBaHHe U MOUCK ySI3BUMOCTEH B HUX MPOUCXOMUT HE TaK MHTEHCHBHO, KaK
st T1K, To sxe camoe kacaeTcss 1 MOOMIIBHBIX IPUIOKEHUH.

CoBpemeHHbIe MOOWITBHBIE Opay3ephl yKe MPaKTUIECKH TOTHAIH HACTOJIb-
HBIE aHaJOTH, OJHAKO paclIupeHre (yHKIHOHATa BIIEYET 3a COOOU OONBIINYIO
CJIOKHOCTBH ¥ MEHBIIIYIO 3aIUIIIEHHOCTb.

Jlamexo He Bce IPOU3BOAUTENH BBIITYCKalOT OOHOBJICHUS, 3aKPHIBAIOIIUE
KPUTHUYECKHE ySI3BUMOCTHU JJIsL CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI [Is1 6€30MaCHOCTH MOOUIIBHOTO TeredoHa:

Hudgero He siBIseTcsa mo-HacTosmeMy OeciiaTHBEIM. Byas ocTopokeH, Belb
Korga Tebe mpeiararoT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKwe-
TO ITATHBIE YCIIYTH;

Hymait, mpexae dem oTinpaBuTh SMS, doTo unu Buaeo. ThI TOUHO 3HAEIITH,
r7ie OHU OYIyT B KOHEYHOM HUTOTE?

Heo0xoauMo 0OHOBIIATE ONIEPalMOHHYI0 CHCTEMY TBOETO cMapThoHa;

Hcnonp3yil aHTUBUPYCHBIE IIPOrPaMMBI 7151 MOOHIIEHBIX Telle(hOHOB;

He 3arpyxail mpuiio)XeHHsS OT HEHW3BECTHOTO WCTOYHUKA, Belb OHH MOIYT
coZlep>KaTh BPeIOHOCHOE IIporpaMMHOe o0ecriedeHHe;

ITocne Toro xak ThI BEIHACIIb C caiiTa, rie BBOIWI JHUHYIO HHGOPMAIIUIO,
3aliI1 B HACTPOMKHM Opay3epa u yaaiau cookies;

Ilepronuuecku MpoBepsii, Kakue IJIaTHBIE YCIyTH aKTUBUPOBAHEI HA TBOEM
HOMepe;

JlaBait cBoif HOMep MOOWMIBHOrO TeledOoHa TOJHKO JFOASM, KOTOPBIX TEHI
3HACIIb U KOMY JIOBEpSCIIlb;

Bluetooth momxen ObITh BBIKITIOYEH, KOT/Ia THI UM HE IOJB3yelibes. He 3a-
ObIBall MHOTIA TIPOBEPSITH ITO.

Online urpsl

CoBpeMeHHbIe OHJIAHH-UIPHI - 3TO KPAcOUHEIE, 3aXBATHIBAIOIINE pa3BiIeye-
HUsI, OOBETUHSIONINE COTHU THICSY YeJIOBEK IO Bcemy MHUpPY. UTrpoKu HCCIemyroT
JIAHHBIA UM MUp, 00IIAI0TCS APYT C APYTOM, BBITIONHSIOT 33JIaHUs, CPAXKAFOTCS C
MOHCTpPaMH ¥ IOJYYalOT OIBIT. 32 YAOBOJIBCTBUE OHU IUIATAT: MOKYIAIOT JIHCK,
OIUIaYMBaIOT a00OHEMEHT UJIH MPUOOPETaIOT KaKHe-TO OIIIIHH.

Bce oty cpencTBa uayT Ha OAEP)KaHUE U Pa3BUTHE UTPHL, @ TAKXKE Ha camy
6€301MacHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPH3AINH, BBIITYCKAIOTCS HOBBIE
naT4y¥ (MUQPOBLIE 3aIUIATKY IS TIPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1momoOHBIX HWIpax CTOHUT OIAcaThCs HE CTOJIBKO CBOHX COIIEPHUKOB,
CKOJIPKO Kpa)Xi TBOETO IapoJisi, Ha KOTOPOM OCHOBaHa CHCTeMa aBTOPH3AIIUN
OOJBIIMHCTBA HTP.

OcHOBHEBIE COBETHI IT0 0€30MMaCHOCTH TBOETO UTPOBOTO aKKayHTa:

1. Ecmu mpyroit urpok BemeT cebsl MIoX0 WK co3/aeT Tede HEePUsITHOCTH,
3a0JIOKHPY# €ro B CIIHCKE HTPOKOB;




2. IMoxamy#icst afMUHHACTPATOpaM HUI'PHI Ha IUIOXO€ IOBEICHHE 3TOr0 MIPOo-
Ka, )KeJIaTeJIbHO NPUIIOKUTE KaKHe-TO JOKa3aTelIbCTBa B BUJIC CKPHHOB;

3. He yxa3eBaii mu4aHyr0 HH(GOpMaNUio B mpodaiiiie Urpsl;

4. YBaxall ApyTAX YYaCTHUKOB I10 UTpE;

5. He ycranapnuBaii HeohuIlHaIbHBIE TIATYH U MOEL;

6. Vcrionb3y# CIOXHBIE U pa3HbIe apOIy;

7. Jaxxe Bo BpeMs UTPHI HE CTOUT OTKIIIOYATH aHTUBUPYC. [loka ThI uUrpa-
eIllb, TBOW KOMITBIOTEP MOTYT 3apa3UTh.

OUIIUHT WK KpaXka JTMYHBIX JaHHBIX

OObIuHON Kpaxked JeHer U JOKYMEHTOB CeTrOIHS Y)Ke HHKOTO He YIWBHIIE,
HO C Pa3BUTUEM UHTEPHET-TEXHOJIOIMU 3J0YMBIIUIEHHUKA MEPEMECTHIIUCH B HH-
TEpPHET, U MPOAOJDKAIOT 3aHUMATHCS "MTOOUMBIM" TeJIOM.

Tax mosiBUNack HOBas yrpo3a: WHTEPHET-MOIICHHWYECTBA WM (DUIITHHT,
IJIaBHAS LIeJIb KOTOPOTO COCTOUT B MOIYYSHUM KOHPHUASHIIHAIBHBIX JaHHBIX IOJIhb-
30BaTeNel - JOrMHOB U maposie. Ha anrmuiickoMm si3bike phishing umTaeTcs Kak
dummHr (ot fishing - perOHast moBs, password - TapoJs).

OcHOBHEIE COBETHI 110 60pBOE ¢ HUIITHHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciiy ThI MOJI03peBaeIlb, YTO TBOS aHKeTa
ObLIa B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHPOBATh €e M COOOIIHUTh aIMUHUCTPATO-
paM pecypca 00 3TOM Kak MOXHO CKOpee;

2. Mcnionb3yit 6e3omacHble BeO-CaliThl, B TOM YHCIE, HHTEPHET-Mara3nHoB U
MTOMCKOBEIX CHCTEM;

3. Ucnons3y#l clnoxHble W pa3Hble Mapoiu. Takum obOpazoM, eciu TeOs
B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKY [IOJIy4aT JOCTYII TOIBKO K OJHOMY TBOEMY IIPO-
GbUITIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JOMaH, TO HEOOXOAUMO IPeIyIpPeIUTh BCEX CBOMX 3HAKO-
MBIX, KOTOpBIe 00aBieHbl Yy TeOs B APY3bsX, O TOM, YTO TeOS B3JIOMAalX U, BO3-
MO>XHO, OT TBOETO MMEHH OyIeT pacChLIaThCs CIlaM M CCBUIKHA Ha (DHUITHHTOBBIE
CalTHhI;

5. YcranoBu HagexHblH napois (PIN) Ha MOOMIBHEIH TenedoH;

6. OTkiroun coxpaHeHue mapossi B Opaysepe;

7. He oTkpbIBail Qaiinel U Apyrue BIOXKEHHS B MMHACHMax, JaXKe €CIIM OHH
IIPUIUIA OT TBOUX Apy3el. Jlydiie yTOYHM y HHMX, OTIPABISUIA U OHU TeOe 3Th
Gbaimsl.

[Mudposas pemyTarus

[{ucdpoBas pemyTamusi - 5TO HETaTWBHAS WM MO3UTHBHAS HHGOpPMAIUI B
cetu o tebe. KommpomeTupyromas uHMGOpManns, pa3MelieHHas B HHTEPHETE, MO-
XKET Cepbe3HbIM 00pa3oM OTpasUThCs Ha TBOeH peanbHOU Xxm3HU. "l{udposas pe-
IIyTalys' - 3TO TBOM UMUK, KOTOpBIN dhopMupyercs u3 uHbopmanuu o tebe B
HWHTEpPHETE.

TBOE MeCTO JXUTEIBCTBA, YueObl, TBOe (PMHAHCOBOE TOJIOKEeHHE, 0COOSHHO-
CTH XapaKTepa U paccKaszbl 0 OJU3KUX - BCE ATO HAKAIUTHBACTCS B CETH.

MHorue moApOCTKY JIETKOMBICICHHO OTHOCSTCS K ITyONUKAIUN JIAMIHOW WH-
dbopmarmu B MHTepHETE, HE MOHMMAsh BO3MOXHBIX IOciencTBuil. Tl maxe He



CMOJKEIlb 10TafaThes O TOM, 4To (hoTorpadus, pasMelleHHas 5 JeT Ha3al, crajia
IIPUYMHON OTKa3a IMpUHATH Te0s Ha padoTy.

KommenTapuy, pasMenienre TBoux (¢otorpaduii U Apyrue AeHCTBUS MOTYT
HE HMCYE3HYTh Jaxe II0C/Ie TOro, KaK Thl MX y[Jaluilb. THl HE 3Haellb, KTO coXpa-
HUJ 3Ty MH(QOPMAIIHIO, IT0TaJla JIA OHA B IIOMCKOBBIE CUCTEMBI M COXPAHMIIACE JIH
OHa, a IVIaBHOE: YTO MOAYMAaIOT O Tebe OKPY)KAIOLIWe JIIOU, KOTOphle HaWIyT U
yBUIAT 3T0. HailTi mHpOpMAaIIii0O MHOTO JIET CITyCTsI CMOJKET JIF000H - Kak U3 100-
PBIX HOOYXXJEHUH, TaKk U ¢ HaMepeHHEeM NMPUIHHHUTE Bped. ITO MOXKET OBITH KTO
YTOJHO.

OcHOBHBIE COBETEHI 110 3aIuTe HU(POBOH peryTanuu:

1. ITomymaif, mpex e 4eM 4TO-TO IyOIMKOBaTh U IiepeaBaTh y ceOs B 6ore
WU B COIIMAJIBHOM ceTu;

2. B HacTpoiikax mpoduis yCTaHOBH OTPaHUYEHHS Ha IPOCMOTP TBOETO
IPOdUIISA B €T0 COMEPIKUMOTrO0, CHeail ero TOIbKO " npy3ei";

3. He pasmemnail u He yka3bpiBail mHGOPMAIUIO, KOTOpas MOXeT KOro-aubo
OCKOPOJIATH UK OO¥IKATB.

ABTOpPCKOE paBo

CoBpeMeHHBIE IIKOJBHUKKA - aKTUBHBIC ITOJIB30BATENM MH(PPOBOrO IPO-
cTpa”cTBa. OgHAKO JalleKo He BCe 3HAIOT, YTO IOJIB30BaHWE MHOTUMHU BO3MOYKHO-
cTSIMH UG poBOro Mupa TpedyeT COONIOACHUS MpaB HA WHTEIUICKTyaJbHYIO COO-
CTBEHHOCTb.

TepmuH "uHTEIIEKTyalIbHAS COOCTBEHHOCTD" OTHOCHUTCS K Pa3IMYHBIM TBO-
PEHHUAM YeIOBEYECKOI0 yMma, HauWHas C HOBBIX M300peTEeHHH M 3HAKOB, 0003Ha-
YaroIUX COOCTBEHHOCTh HA MPOXYKTHI U YCIYTH, W 3aKaHYWBas KHHUTaMH, (GoTo-
rpadusiMu, KHHOQIIBMAMHU 1 My3bIKaTFHBIMU TTPOU3BEICHUSIMHU.

ABTOpCKHE IIpaBa - 3TO IIpaBa Ha WHTEIJIEKTyaJBHYI0O COOCTBEHHOCTH Ha
IIPOU3BENIEHUS HAayKH, IUTEPATYphl U UCKycCcTBa. ABTOPCKHE TIpaBa BBICTYIAIOT B
Ka4ecTBe IapaHTHH TOr0, YTO MHTEIUIEKTYyaIbHBIM/TBOPYECKUN TPy aBTOpa He Oy-
JIeT HallpacHBIM, 1acT €My CIpaBeIMBbIe BO3MOYKHOCTH 3apadoTarh Ha pe3yiIbTa-
Tax CBOErO TpyZa, ITONy4UTh U3BECTHOCTH M Mpu3HaHWe. HukTo Oe3 pasperieHus
aBTOpa HE MOXET BOCIIPOU3BOAUTH €0 IPOU3BEINCHUE, PACIIPOCTPAHITh, ITyOInd-
HO JIEeMOHCTPHPOBATh, IIPOJaBaTh, UMIIOPTUPOBATh, ITyCKATh B MPOKAT, IIyOIUIHO
WCIIOJIHATH, IOKa3bIBaTh/UCIIONHATH B 3(Upe WK pa3MmeniaTs B IHTepHETE.

Hcnonp3oBaHue "MUpaTCKOro’ mporpaMMHOTO ofOecriedeHus MOXKET IIpHBe-
CTM K MHOTHM pHICKaM: OT IIOTEpH MAHHBIX K TBOUM aKKayHTaM OO OJOKHPOBKH
TBOEr0 YCTPOMCTBa, IJle yCTAHOBIIEHA HellerajbHas mporpamma. He cTouT Takxke
3a0BIBaTh, YTO CYNIECTBYIOT JIETAlbHbIe M OECIUIaTHBIE IPOTPaMMEI, KOTODPEIE
MOXXHO HaWTH B CETH.

O mopraine

CeTteBuuoK.pd - TBOM INIaBHBIM COBETYMK B CETH. 31€Ch Tl MOXKEIIh Y3HATH
0 0e30ITacCHOCTH B CETH MOHITHBIM U JOCTYITHEIM SI3BIKOM, & IPU BO3HUKHOBEHUU
KPUTUYECKOH CHUTyall OOpaTUTHCS 3a COBETOM. A TakKe NPUHATH y4acTHE B
KOHKypCax M CTaTh CaMbIM HHAGMPOBBIM I'paK TaHHHOM !
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