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MWHUCTEPCTBO OEPA30BAHMUA N HAYKW POCCUACKOW ®EQEPALINU

OENAPTAMEHT rOCYOQAPCTBEHHOM MONMUTUKU B COEPE
OBLUEro OBPA30OBAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUA UHO®OPMALINU

[enapTameHT rocygapcTBeHHOM NONUTUKK B cchepe obuiero obpasoBanHns MnHobpHayku Poccumn HanpasnseT
ansa ceepgeHua paspaboTtaHHble BpemeHHon komuccuen Coseta degepaumm no pasBUTUMIO MHGOPMALMOHHOIO
obLllecTBa MeToguYECKNe pekoMeHaaunm o pasmeLLeHnn Ha MHAPOPMaLMOHHBIX CTeHAAaX, ouLmnanbHbIX MHTEPHET-
canTax u gpyrmx nHopMaLMOHHbIX pecypcax obLieobpasoBaTenbHbIX OpraHM3auun n OpraHoB, OCYLLLECTBASAOLLMX
ynpasneHune B cpepe obpasoBaHus, nHdopmaumm o 6e3onacHoM noseaeHnn 1 ncnonb3oBaHun cetn "UHTepHeT".

OuvpexTop [enapTtameHTa
A.E.TTETPOB

Mpunoxexue

METOAOWYECKUE PEKOMEHOALIUU
O PASMELLEHAUN HA AH®OPMALIMOHHbIX CTEHOAX, O®ULIMATIBbHBLIX
WHTEPHET-CAUTAX U APYI'NX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFTAHU3ALMA N OPFTAHOB, OCYLLECTBNAIOLMX
YNPABJIEHME B COEPE OBPA30BAHUA, UH®OPMALIMKA O BESONACHOM
NOBEOAEHUMN N UCMNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn u uneHamun BpemenHon komuccun CoseTa depepaumy nNo pasBuTUIO MHEGOPMAaLMOHHOMO
obLlecTBa B paMKax BbINOMHEHNS peKoOMeHAauuin napnameHTCkux cnywaHun "AkTyanbHble BONpockl obecneveHuns
Be3onacHOCTV 1 pa3BUTUS deTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpens 2017 r., 6binM pa3paboTaHbl METOOUYECKNE PEKOMEHAALIMM O pa3MeLLeHNN Ha MHAPOPMAaLMOHHBIX CTeHAaX,
ohmumanbHbIX MHTEPHET-calTax U APYrnx MHOPMaLMOHHBLIX pecypcax oblieobpasoBaTenbHbIX OpraHvM3auui u
OpraHoB, OCYLLEeCTBNAWMX ynpasrneHne B cdepe obpasoBaHus, MHpopmauun o 6es3onacHOM MOBeAeHUWN W
ucnonb3oBaHun cetn "MIHTepHeT" (Danee - MeToAMYECKNE peKOMeHaaLmMN).

MeToauyeckve pekoMeHAaUMM HanpaefeHbl Ha KayeCTBEHHOE MOBbILEHWE YPOBHA WHMOPMAaLVOHHOWN
aeatenbHocTM obleobpasoBaTenbHbIX OpraHW3auuii U OpraHoB, OCYLLECTBASOWMX YrnpasneHne B cdepe
obpasoBaHus, B 4acTh MHPOPMUPOBAHUS YHALLMXCS, UX POAUTENEN (3aKOHHbIX NPeACTaBUTENen) u negarornyecknx
paboTHNKOB 06 OCHOBHbIX acnekTax MHPOPMaLMOHHOW Be3onacHoCTu.

MeToanyeckne pekoMeHZaumm No3BonAT  obuwieoOpasoBaTernbHbIM  OpraHus3aumMsiMm U opraHam,
OCYLLECTBMNAKOLWMM ynpasneHne B cdepe oOpas3oBaHus, akTyanmM3npoBaTh YXXe MCMoSib3yeMble U pa3MeLLeHHbIe
NMH(OPMAaLIMOHHBIE MaTepuarnbl, Tak U NOArOTOBUTb UX B Cllydae MX OTCYTCTBUS C YYETOM Jy4LUMX MPaKTUK U
pekomMeHaaunin.

B pamkax meTogu4eckmx pekomeHgaummn paccmaTpmusaloTCcs CrieyoLwme MHCTPYMEHTbI:
1. NH(pOpMaLMOHHBbIE CTEHAb!;

2. ohumanbHble UHTEPHET-PECYPChI;
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3. cpegcTBa MaccoBoy UHopmauny (LLUKOMbHbIE ra3eThbl, Negarorniyeckme u3gaHus n apyrue).
UHdopmaumnoHHble cTeHAabI

Ha wHdOpMauMoHHbIX CTeHdax B obweobpas3oBaTerbHbIX OpraHu3auusx, pacrnosioXeHHbIX B dhone
YYPEXOEHMN M B KabOWHEeTax, OCHALLEHHbIX MepCOoHanbHbIMK YCTPOWCTBaMM ANsi Bbixoda B ceTb "MHTepHeT",
pekomeHayeTCcsi pasMecTuTb UHEMOPMALMOHHbIE MaMATKW, COAEPXAalUMe OCHOBHble COBETbl MO obecneyeHuto
NHGOPMAaLIMOHHOM 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeETOONYECKUM pEKOMeHAAUMAM npeacTaBneH obpasel, namsaTkM Ans pa3MeLLeHns Ha
NHGOPMALIMOHHBIX CTeHAAX.

CpeacTtBa MaccoBoW MHcopmauumn

B cpeactBax MaccoBoi MHGOpMaLWM, OPUEHTMPOBAHHLIX Ha OGY4YaloLLMXCSl, PEKOMeHOyeTCsl B TeyeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MH(OPMAaLUMOHHbIE MaTepuarbl, NMOCBSILLEHHblE OTAENbHLIM acrnekrTam
MHcpopMaLMOHHOI 6e30nacHOCTH, a Takke pasfnyHble NamsTKM O6LLEro XxapakTepa.

B cpenctBax maccoBoi  MHGOPMauMWM, OPUEHTUPOBAHHBIX Ha MEefarorMyeckyld  o6LLUEeCTBEHHOCTD,
pekoMeHayeTCA B TeyeHVWe KaneHaapHoro roda perynspHo nyGnukoBaTb WHGOPMaUWOHHbIE MaTtepuarnsl,
MOCBSILLEHHbIE OTAENbHLIM acnekTam WHMOPMaLMOHHOW Ge30nacHOCTM Kak HEeCOBEPLUEHHOMETHUX, Tak U
obLieobpasoBaTenbHbIX  OpraHvM3auuid, a Takke pasnuyHbie namsTkM, 0630pbl  HOPMAaTUBHO-NPaBOBOIO
perynupoBaHusi aHHOW chepbl U MHGOPMAaLMIO O aKTyarnbHbIX MEPONPUSTUSX U COBLITUSIX B JaHHOM cepe.

B xoae npoBegeHus EanHoro ypoka no 6e3onacHoctu B ceTu "MIHTepHeT" pekoMeHayeTcs o6ecneynTb BbiMyck
TEMaTMYEeCKOro BbiMycka CpeacTsa MaccoBon MHopmauum nnbo cepum nydnukaumm, cpeam KoTopbiX pacCMOTPeTb
OpraHn3o0BaHHbIE MEPONPUATUSA NS 06yYatoLWmMXCs, UX poauTenen (3aKoHHbIX NpeacTaBMTENEN) 1 Negarornyeckon
06LLeCcTBEHHOCTH.

OdmumnanbHble UHTepHeT-pecypcbl
O6Lleobpa3oBaTenbHbIM  OpraHM3aunsiM pPeKkoMeHOyeTCa Ha CBOMX odmumanbHbiX HTepHeT-pecypcax

obecneunTb (OYHKLMOHMPOBaAHME CaMOCTOSITENBHOIO W creuvanvavpoBaHHoro pasgena "MHdopMaunoHHas
GesonacHoOCTb", B paMKax KOTOpOro npeaycMoTpeTb pa3MeLleHne crieaytoLlein nHopmMaumu:

N Paspgen/nogpasgen | ®opmat npeacrasneHunst CopgepxaHue maTepuarnos
mMaTepuanos
1. |JlokanbHble Konun ookymeHTOB B PasmeLluarotcs Konum JOKYMEHTOB, T.e.

HOpMaTuBHbIE aKkTbl B | popmate “PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
cepe obecneyeHms COOTBETCTBYOLWUIA TpeboBaHNAM K
WHopMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
6e3onacHocTn PasmMellaoTcs JOKYMEHTHI,
obyyatowmxcs pernaMmeHTpyloLmne opraHm3aumio u

paboTy ¢ NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyeHnto
MHopMaLMOHHO Ge3onacHOCTU
obyyarowmxcsa n gpyrue.

2. |HopmatusHoe Konuu 0oKymMeHTOB B MyGnukytoTCs akTyarnbHble CBEAEHUS O
perynupoBaHue ¢opmarte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax OpraHoB BNacTu 1 gpyrue
HOPMaTUBHO-MPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyloLwmne obecneyeHve
MHpopMaLMoHHOM Be3onacHoCTU
HecoBepLueHHoneTHMX. [JonyckaeTcs
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BMECTO KOMUI pasmeLlaTb rMMnepcChisiki Ha
COOTBETCTBYIOLLME AOKYMEHTLI Ha canTax
OpraHoB rocyapCTBEHHOM BnacTu.

3. |MNeparormyeckum TeKkcT Ha cTpaHuLle PasmeLlatotca metoamyeckme
paboTHMKam canTa pekoMeHJaLmMmM 1 yKa3biBaeTcst
Konuun 0oKymMeHTOB B MHOopMaLNS O MEPONPUATUSIX, MPOEKTaX
dopmaTte *PDF M NnporpaMmmax, HanpasfeHHbIX Ha

noBblLLeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM NeJarorm4yecknx paboTHMKOB.

4. | Obyyatowmmes TekcT Ha cTpaHuue PasmellaeTtca nHdopmaumoHHas namsTka
canTta (npunoxexne N 2) n ykasbiBaeTcs
WMHOopMaLNS O MEPONPUATUSIX, NPOEKTaX
1 NporpaMmax, HarnpaBfieHHbIX Ha
noBblLLeHNEe MHGOPMALMOHHOMN
rPaMoOTHOCTM 0BYy4atoLLMXCS.

5. |PoauTtensam (3akoHHbIM | TEKCT Ha cTpaHuue PasmellaeTtca nHdopmaumoHHas namsTka
npeacTaBuTENsiM) cavTta (npunoxenue N 3).
obyuvaromxcs

6. |[HeTtckne 6e3onacHble | TEKCT Ha CTpaHuLe Pasmellaetca nHdopmaums o
canTbl canTa peKkoMeHOyeMbIX K MCMONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
GaHHepbl 6e30NacHbIX ETCKUX CalTOB.

OpraHam, ocyLlecTBnALLWMM yripaBneHne B ccpepe obpaszoBaHus, pekoMeHayeTcs Ha CBOUX OomLManbHbIX
MHTepHeT-pecypcax obecneuntb QYHKLUUMOHUPOBAHUE CaMOCTOATENBHOrO M Crneumanu3MpoBaHHOro pasgena
"iHdopmanmoHHasa 6e30nacHOCTL", B paMKax KOTOPOro NpeaycMoTpeTb pasMeLLeHmne cneayoLlen MHdopmamu;

Mpunoxexne N 1

NAMATKA ]
ANS OBYYAIOLLMXCSA OB UHOOPMALIMOHHOW BE30MACHOCTMN AETEM

HENb3A

1. Bcem nogpsa coobuiate CBOKW YacTHYH MHGOpMauuMio (Hactosiwue ums, dammnuio, tenedoH, agpec,
HOMep LLKONbI, a Takke doTorpacdum cBoW, CBOEN CEMbU U Apy3en);

2. OTKpbIBaTb BMOXEHHbIE (haliribl ANEKTPOHHOW MOYThLI, KOr4a He 3Haellb OTnpaBuTenNs;
3. [pybuTh, NpuaMpaThCs, OkasbiBaTb AABMEHUE - BECTU Ce0s1 HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbramm TBoel ceMbM 6e3 paspelleHnst cTaplunx - Bcerga cnpallvean poanTenen;

5. He BcTpevanca ¢ NHTepHeT-3HaKOMbIMU B pearnbHOW XWU3HU - MOCOBETYWCH CO B3POCIbIM, KOTOPOMY
AoBepseLLb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaewsb o cebe HenpaBay B VIHTepHeTe - coobLum 06 3ToM CBOMM poanTensamM nnm
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onekyHaw;
2. MNpurnawatoT nepenncbiBaTbes, Urpatb, 0OMeHUBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. HesakoHHoe konuposaHue dannos B VIHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBaw B3pocrbiM 0 npobriemax B CeTU - OHW BCceraa noMoryT;

5. Wcnonb3yin HacTporikn 6e3onacHOCTU U NPUBATHOCTM, YTOObI HEe MOTEepPATb CBOM akkayHTbl B COLICETAX U
ApYrux nopTanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Nonb3yelwwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbINKY Ha HEro;
3. OTKpbIBaW TONbKO T€ CChINKK, B KOTOPbIX YBEPEH;
4. O6LaTbCcs 3a MOMOLLbIO B3POCHbIM - POAMTENW, ONEKYHbl U aAMUHUCTPALUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" M NONYyYN NacnopT LndpoBOro rpaxkaaHuHal

Mpunoxexne N 2

MHOPOPMALIMOHHAA NAMATKA
AnsA ObYYHAKOLLKUXCA ONA PASMELLEHNA
HA OOULUNAIBbHbBLIX MHTEPHET-PECYPCAX

C kaxgblM rogoM MOMOAEXWN B UHTEPHETE CTaHOBUTBLCA GOrblue, a LKOSMbHUKM OOHU U3 CaMbiX aKTUBHbIX
nons3osarenen PyHeta. Mexagy TeM, TOMUMO OrpOMHOrO KONTMYECTBA BO3MOXHOCTEN, UHTEPHET HECET N Npobnemsbl.
OTa namsTka gosmkHa nomoyb Tebe 6e30nacHO HaXO4UTLCS B CETU.

KomnbloTepHble BUpYyChI

KomnbloTepHbI BUPYC - 3TO PasHOBMOHOCTb KOMMbIOTEPHBLIX MPOrpaMM, OTINYUTENBHOW OCOBEHHOCTbIO
KOTOPOW SABNAETCHA CNOCOGHOCTL K pa3MHOXEHMIO. B ononHeHve K 3ToMy, BUPYCbl MOTYT MOBPeANUTb UIN MONHOCTbI0
YHUYTOXMTb BCe (hainbl U AaHHble, NOOKOHTPOSIbHbIE MNOMb30BaTEN0, OT MMEHW KOTOporo Gbina 3anylieHa
3apaxkeHHasa nporpaMma, a Takke NoBpeauTb UMM JaXe YHUYTOXUTb OnepaLyoHHY0 CUCTEMY CO BCemu dannamm
B LienoM. B GonbLUMHCTBE CryyaeB pacnpoCcTPaHATCH BUPYChl Yepes MHTEPHET.

MeToabl 3alWunThl OT BPEAOHOCHbIX MPOrpaMm:

1. Wcnonb3yih COBpEMEHHble ONepauuoHHbIE CUCTEMbI, WMEKLLME Cepbe3Hbll YPOBEHb 3aluTbl OT
BPEAOHOCHbIX MPOorpaMmm;

2. ToCcTOAHHO yCTaHaBnMBan nayTn (UM@poBbIE 3annaTkv, KOTOpble aBTOMaTUYECKM yCTaHaBMNMBAKTCS C
uenblo JopaboTkM nporpammbl) M apyrve obHOBMNEHMST CBOEN onepaunoHHON cucTeMbl. CKaumBam MX TONbKO C
odmumansHoro cavita paspabotyunka OC. Ecnv cylecTBYET pexuMm aBToOMaTU4eckoro o6HOBNEHMS, BKIHOYM €rO;

3. PaboTait Ha cBoeM KoMMbloTepe rnof npaBamu Nonb3oBaTens, a He agMUHUCTpaTopa. ATO He Mo3BONUT
GOMbLUMHCTBY BPEAOHOCHBIX MPOrpaMmM MHCTaNMPOBaTLCA HA TBOEM NEePCOHANbHOM KOMMbIOTEPE;

4. /icnonb3yn aHTMBUPYCHblE MNpOorpamMMHble MPOOYKTbl U3BECTHbLIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
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obHoBneHnem 6as;
5. OrpaHuyb hrsmyecknin 4OCTYN K KOMNbIOTEPY AN MOCTOPOHHUX KL,

6. Vicnonb3yi BHELWHWe HOCUTENW MHAOPMaLNK, TakMe Kak doneLuka, AUCK UM dann u3 MHTepHeTa, TONbKO
N3 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBan KOMMNbOTEPHbIE (halnbl, NOMYyYeHHbIE N3 HEHaAEXHbIX UCTOYHMKOB. [laxe Te dhannbl, KoTopble
npuvcnan TBOW 3HaKoMbIl. Jlydlle yTo4HM y Hero, oTnpasnan v oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHOSOrMs, a Bcero nuwib 6peHa, mapka. Ewe B 1991 roagy
HuaeprnaHackas KomnaHws 3apeructpuposana 6peng "WECA", yto obosHadano cnosocoyetaHue "Wireless
Fidelity", koTopbin nepeBoguTCcs Kak "GecnpoBogHast TOMHOCTb".

[o Hawero BpemeHu powna gpyras abbpeBuaTypa, KOTOpas SABMSIETCS TaKOW Xe TexHomorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe Oblfo 4aHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW TexHUkM Hi-Fi, yto
B NepeBoje 03HayaeT "BblCOKasi TOYHOCTL".

[a, 6ecnnaTHbI UHTEPHET-A0CTYN B Kadbe, 0TeNsIX n asponopTax SBNSETCA OTNIMYHON BO3MOXHOCTbIO BbIXOAa
B MHTEpHeT. Ho MHOrMe akcnepThbl cunTaloT, 4To obwenoctynHele Wi-Fi ceTn He aBnsitoTcst 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06wWenocTynHbix cetax Wi-fi:

1. He nepepaBai cBoO nu4yHy0 unHdopMauuio yepe3 obuwenocTtynHole Wi-Fi cetn. Pabotas B Hux,
XenaTtenbHO He BBOAMTb Maponuv A4OCTyNa, fOrMHbl U Kakne-To HOMepa;

2. cnonb3yi n 06HOBNSAN aHTUBUPYCHbIE NporpaMmbl U 6paHamayep. Tem cambim Tbl 06e3onacub cebs ot
3aKayku BMpyca Ha TBOe YCTPOWCTBO;

3. Mpu ncnonbaoBaxHmm Wi-Fi oTknoun dyHkumio "O6wmn goctyn K doannam n npuHtepam”. JJaHHas yHKuus
3aKpbiTa MO YMOMYaHU0, O4HAKO HEKOTOPbIE NONb30BaTENN aKTUBMPYIOT €€ s yaobcTBa MCnonb3oBaHus B paboTe
unu yyebe;

4. He ncnonb3yn nyonmyneii WI-FI ans nepegaym nyMyHbIX AaHHbIX, HANPUMMEpP Ansi BbIXo4a B COLManbHble
CeTU UINKN B 3MEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awueHHoe coeguHeHune vyepe3d HTTPS, a He HTTP, T.e. npu Habope Be6-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkuuio "TogkntodeHne k Wi-Fi aBTomatmdeckun”. He pgonyckan
aBTOMATUYECKOro NOAKINIOYEHNsT ycTponcTBa k ceTam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CoumanbHble CeTM aKTUBHO BXOAOAT B HALly XXWU3Hb, MHOrMe Nniogn paboTaroT M XKMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SBMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorne nonb3oBaTeny He MOHMMAKT, YTO MHGOPMALUS, pa3MeLLeHHas MU B COLMArbHbIX CETSX, MOXET ObiTb
HangeHa 1 UCnonb3oBaHa KeM YrogHo, B TOM Yucne He o6s3aTenbHo ¢ 6naruMmm HamepeHusMu.

OcHoBHble coBeTbl Mo 6e30NacHOCTN B coLManbHbIX CETSX:
1. OrpaHun4b cnncok gpy3en. Y 1ebs B Apy3baX HE AOMMKHO ObiTb CNyvanHbIX U HE3HAKOMbIX NMOAEN;
2. 3awmiian cBOK YacTHYH U3Hb. He ykasbiBanm naponu, TenedoHbl, agpeca, A4aTy TBOEro poXOeHUs U

OPYryto NMUYHYIO MH(bOpMaLI,MIO. 3]'|0yMbILLIJ'|eHHI/IKI/1 MOTYyT UCNONb30BaTh AaXe I/IHd)OpMaLI,MI'O O TOM, KaK Tbl 1 TBOU
poauTenn nnaHnpyetTe NpoBeCTU KaHUKYIbI;
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3. 3alumiLait cBo penyTauuio - epXku ee B YACTOTe U 3aaaBsaii cebe Bonpoc: xoTen Gbl Thbl, YTODOLI Apyrue
nonb3oBaTenu BUAEnu, YTo Tbl 3arpyxaelub? Mogymai, npexae Yem 4To-To onybrnvkoBaTb, HanUcaTb U 3arpy3uThb;

4. Ecnv Tbl rOBOPULLb C NIOABMU, KOTOPbIX HE 3HaeLlb, HE NCMONb3yl CBOE pearnbHoe UMS U OPYTYI0 JINYHYHO
NHdOpMaLMK: UMSI, MECTO XXUTENbLCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
onpenenuTb TBOE MECTOMNOMNOXEHNE;

6. Mpu permuctpauum B coumnansHOM ceTn HeobXo4MMO MCMONb30BaTb CMOXHbLIE MApPonu, cocTodalme 13 6yks
N Undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. nsa coumanbHoW ceTu, NOYThl U APYrMX CaToB HEOOXOAUMO MCMONb30BaTb pa3Hbie naponu. Torga ecnu
Tebsi B3NOMaloT, TO 3MOYMbILLMEHHUKM Nory4aT AOCTYN TONbKO K 0QHOMY MECTY, a He BO BCe Cpasy.

3ﬂeKTpOHHbIe AeHbr'n

SJ'IeKTpOHHbIe AOEHbIN - 3TO O4YEHb y,D,O6HbIl7I crnocob nnartexen, ogHako CyLeCTBYKOT MOLWUEHHUKN, KOTOpbIe
XOTAT NOJNTY4UTb 3TN AEHbIU.

SJ'IeKTpOHHbIe AOeHbrn noaBuiinCcb coecemMm HegaBHO U UMEHHO M3-3a 3TOr0 BO MHOIMMX rocygapcrtBax Ao Cux
nop He NPonnucaHo NpPo HMX B 3aKOHaXxX.

B Poccum e oHM hyHKLUMOHMPYIOT M O HUX YXKe NPONnncaHo B 3aKOHe, rae Ux pasgensitoT Ha HeCcKOosbKO BUOOB
- aHOHUMHbIE U HEe aHOHUMHble. PasHMua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPLIX paspellaeTcs NpoBOAUTb
onepauun 6e3 naoeHTUUKaALUUU NOMb30oBaTensl, a B HEaHOHUMHbIX WAEHTUdUKaALMA norfb3oBaTens sBnsaeTcs
obs3aTenbHOMN.

Takke cnegyeT pasnuyaTb SMEKTPOHHblE puaTHble OeHbrM (paBHbl FOCY4APCTBEHHbIM BanoTam) U
3MNEKTPOHHbIE HeMaTHbIE AEHBIN (HE paBHbl FOCYAapPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6e3onacHo paboTe C 3NEeKTPOHHbIMWN AeHbraMu:
1. TpuBSHKM K cHETY MOOWIbHBIN TenedoH. 3TO camblil YAOOHbIN M BbICTPLIN CNOCO® BOCCTAHOBUTL JOCTYM K
cyety. lNpuBaA3aHHbIV TenedoH NOMOXeT, ecnu 3abydellb CBOM MnaTeXHbI Naponb unu 3argellb Ha CauT C

He3HaKoOMOro yCTPOMWCTBA;

2. VlCFIOJ'Ib3y17I OHOpa3oBblie Maposin. Mocne nepexoga Ha yCUINEeHHyK aBTOpusauunto Tebe yxXe He 6y,c|,eT
yrpoxXxatb ONMacHOCTb KpaXXun Ui nepexsarta nriiaTtexHoro napons;

3. Bbibepu crnoxHbin napone. MNpecTynHukam OyaeT He NpOCTO yragaTb CrOXHbIN Naponb. HagexHble naponu
- 3TO Naponu, KOTopble coaepxaT He MeHee 8 3HaKOB M BKIYaT B ce05 CTPOYHbIE U NPONUCHbIE ByKBbI, LUMPLI U
HECKOMNMbKO CMMBOJIOB, Takue Kak 3Hak gonnapa, yHTa, BocKnuuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAMW CBOM JIMYHbIE AaHHbIE Ha carTax, KOTOPbIM HE OBEpSELLb.

aﬂeKTPOHHaﬂ noyTa

OneKkTpoHHasa no4vta - 3TO TEXHOMOMMS U MPEefoCTaBrisieMble €K YCMyrn Mo MEPEechike UM MNOMy4YeHuHo
3MNEKTPOHHbIX COOGLLEHNIA, KOTOpbIE pacnpenensaTcs B KOMMNbOTEPHON ceTu. OBbIYHO 3MEKTPOHHbIN MOYTOBLIN
SLWKUK BbIMMAAUT criegylowmMm obpa3oM: MMsi_Monb3oBaTeNnda@uMs_AoMeHa. Takke KpoMe nepefadum MnpocToro
TeKcTa, UMEeeTCst BO3MOXHOCTb nepegasaThb doawsbl.

OcHoBHble coBeTbl N0 Be3onacHon paboTe C 3NeKTPOHHOW NOYTOMN:

1. Hago BbiGpaTb NpaBuUnbHbIN NOYTOBLIV CEPBUC. B MHTEPHETE €CTb OrPOMHBIV BEIOOP OecnnaTHbLIX MOYTOBbIX
CepBUCOB, OOHAKO fydlle A0BEPATb TEM, KOrO 3Haelllb U KTO NePBbIN B PEUTUHTE;

2. He ykasblBan B NMYHOW Mo4yTe MNWYHYy wuHopmauuio. Hanpumep, nydwe BbibpaTb
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"My3blkanbHbIn_haHat@" nnm "pok2013" BmecTo "tema13";

3. cnonbk3ayi aByxaTanHyo aBTopm3aumio. To KOraa noM1MMo Napons Hy>KHO BBOAUTb KO, NpUCkINiaeMblin N0
SMS;

4. Bbibepu crnioxHbin naponb. [ns kaXKgoro noyYToBOro SiLMKa AOJPKEH OblTb CBOM HAOEXHbIA, YCTOMUYUBLIN K
B3MOMY Napornb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHBIA BOMPOC, NCMOMb3y 3Ty BO3MOXHOCTb;

6. Vicnonb3yin HECKONbKO MOYTOBBIX ALWMKOB. [MepBbI AN YaCTHOW Nepenuckn ¢ agpecataMmu, KOTOPbIM Tbl
JoBepsielllb. TO ANEKTPOHHbIV aApec He HAZ40 UCNOoNb30BaTh NPU perncTpaunm Ha opymax 1 cantax;

7. He oTkpbiBan hannsl u gpyrve BMOXEHUs B NMCbMax, Aaxe €Crnv OHW MpULLAW OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTMPaBNSANM N oHW Tebe 3Tn dannsbl;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepepn 3akpbiTUEM BKNaOKkM ¢ canToM He 3abyab HaxaTb
Ha "Bbintn".

KnGepO6ynnuHr unu eupTyanbHoe nsaeBaTeNnlbCTBO

KubepbynnuHr - npecrnegoBaHne coobLlieHnsiMK, cogepXaluMmm OCKOpOneHus, arpeccuio, 3anyrmBaHue;
XYJNUraHCTBO; couunanbHoe O0MKOTUPOBaHME C MOMOLLbIO Pa3fnnYHbIX MHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepOynIMHrom:

1. He 6pocawics B 6on. Jlyywmii cnocob: nocoBeToBaThCH Kak cebst BECTU U, eCnn HeT TOro, K KOMY MOXHO
06paTuTbCsl, TO BHayane ycrnokoutbcs. Ecnu Tbl HaUHeLWb O0TBeYaTb OCKOPONEHUSMM HA OCKOPGEHMS], TO TOMbKO
elle Gonblue pa3oxokellb KOHINKT;

2. YnpaBnsan ceBoen kubeppenytaumen;

3. AHOHUMHOCTb B CETU MHMUMaS. CyIJJ,eCTByIOT Cnocobbl BbIACHNUTb, KTO CTOUT 32 aHOHMMHbIM aKKayHTOM;

4. He cTonT BECTU XynuraHckui obpas BMpTyanbHOWM XM3HW. MIHTepHeT UKCUpyeT BCe TBOW AEWCTBUS U
COXpaHsieT nx. Yganutb ux 6ygeT kpaviHe 3aTpyLHUTENbHO;

5. Cobniogan cBok BUPTYarbHYH YECTb CMOSIOAY;

6. VrHopvpyn eguHuyHbin HeratuB. OgHOpa3oBble OCKOPOMTENbHbIE COOBLLEHMS fydlle UrHOpUpOBaThb.
OO6bIYHO arpeccus NpekpallaeTcs Ha HavanbHON CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLUEHUSIMW, B COUMArbHbIX CETAX €CTb
BO3MOXXHOCTb GFTOKMPOBKU OTMPaBKM COOBLLEHUI C ONpedeSeHHbIX aapecoB;

8. Ecnu Tbl cBMAaeTenb knbepOynnuHra. TBOM AeNACTBUS: BICTYNUTb NPOTMB NPecneaoBaTtens, nokasatb emMy,
4YTO ero AenCTBUS OLEHMBAOTCS HeraTMBHO, MoadepXaTb KEepTBY, KOTOPOW HyXHa MNcuUxonornyeckasi NOMOLLb,
COOBLLUUTL B3POCHbIM O haKTe arpeCCUBHOIO NOBEAEHUSI B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI M NMaHWeThl cogepxaTt B cebe BnonHe B3pochbiid YHKUUOHANM, U Tenepb OHU
MOTYT KOHKYpPUpPOBaTb CO CTaLMOHApHbIMK KoMMbloTepamu. OgHako, CpeacTB 3alumTbl Ang nogobHbIX YCTPOWCTB
noka o4YeHb Mano. TecTMpoBaHME N NOUCK YA3BUMOCTEN B HUX NPOUCXOOUT He Tak MHTEHCUBHO, Kak ansa MK, To xe
camoe KacaeTcs U MOBUNbHbLIX NPUNOXEHUI.

CoBpeMeHHble MOGUIbHbIe Bpay3epbl yKe NPaKTUYEeCK JOrHanu HacTomNbHble aHarnoru, 0AHako pacluMpeHne
hyHKUMOHana BreveT 3a coboi GOMbLLYI0 CIIOXKHOCTb Y MEHBLLIYIO 3aLLMLLIEHHOCTb.
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[aneko He BCe NPON3BOAUTENN BbiNyCcKaloT OOHOBIEHMWS, 3aKpbiBaOLLME KPUTMYECKME YS3BUMOCTM ANS CBOWX
YCTPONCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTM MOBUNbHOro TenedoHa:

Hunyero He gBndetcs no-HactoAawemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXeH, Beab Koraa Tebe npegnararoT
©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakne-To nnaTtHble YCIyru;

Oyman, npexage yem otnpaBute SMS, boTo nnm Buaeo. Tl TOYHO 3HaeELLb, rae OHU ByayT B KOHEYHOM uTore?
Heobxoanmo o6HOBMSATL ONEpPaLMOHHYHO CUCTEMY TBOEro CMapTdOoHa;
Mcnonb3yi aHTMBUPYCHbIE MPOrpaMMbl 451 MOBUbHbIX TenedoHOoB;

He 3arpy>|<al7| npunoXeHna OT HEeW3BEeCTHOIo WCTOYHWKa, Be€db OHW MOryT coaepXxaTb BpeaOHOCHOe
nporpammHoe obecneyeHue;

MMocne TOro Kak Thbl BbldeLb C canTa, rae BBOAWI MNUYHYI0 MHOpMaLmnio, 3angu B HaCTPOnKM Bpaysepa u
yaanu cookies;

Mepuoanyeckn npoBepsi, Kakne nnaTHbIe YCryrn akTMBMpPOBaHbl HA TBOEM HOMEPE;

[asan cBoi Homep MOBMbHOro TenedgoHa TOMbKO NOAAM, KOTOPbIX Thl 3HaELb Y KOMY AOBEpsieLLb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Tl UM He Nonb3yellbesa. He 3abbiBain MHOrAa NpoBepsiTh 3TO.
Online urpbl

CoBpeMeHHble OHMalH-UrPbI - 3TO KPACOYHbIE, 3aXBaTbiBalOLLME Pa3BrieyeHnsl, 06 beanHSoLWME COTHU ThiCAY
YyernoBek Mo BceMy Mupy. Urpokn nccrnegytoT AaHHbIA UM MUp, obLialTcs Apyr ¢ APYroM, BbIMOMHSAOT 3adaHus,
Cpa)karoTCsl C MOHCTpaMM M MOory4aloT onbIT. 32 YA0BONbLCTBME OHM NMNaTAT: NMOKYNakT AWCK, onnadymnsaiT aboHeMeHT
Unu NpruoBpeTaroT Kaknue-To ONuuN.

Bce aTM cpegctBa uayT Ha nopdepXkaHue W pasBUMTME UMpbl, a Takke Ha camy 06e30nacHoCTb:
COBEPLUEHCTBYIOTCSH CUCTEMbI aBTOPM3aALIMM, BbINYyCKalOTCA HOBble NaTyM (LMdpoBble 3annaTtkv Ans nporpamm),
3aKpbIBaOTCS YA3BMMOCTU CEPBEPOB.

B nogoGHbIx nrpax CTtout onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm SonblUMHCTBA nrp.

OcHoBHble coBeTbl N0 6e30nacHOCTU TBOEro MrpoBOro akKkayHTa:
1. Ecnu p,pyr017| nrpok eeget cebs nnoxo nnu cosgaet Tebe HEMNPUATHOCTHN, 386J'IOKl/Ipyl7I €ro B CMNCKe UrpoKoB,

2. I'Io>+<any|7|c;| aAMUHUCTpaTopaM Urpbl Ha nyioxoe nosegeHne 3Toro Urpoka, xXenaTtesibHO NPUIoXnTb Kakme-
TO AOKa3aTesibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyto nHchopmauuio B npodanne urpbl;

4. YBaxain apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodurumanbHble naTyv U Moabl;

6. Vicnonb3yi cnoxHele 1 pasHble naponu;

7. [axe BO BpeMS Urpbl HE CTOUT OTKMOYaTb aHTUBMPYC. [1oKa Tbl Urpaellb, TBOV KOMMbIOTEP MOTYT 3apasnThb.

PULWNHT nm KpaXxa JIN4YHbIX AaHHbIX
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OObI4HOM KpaXewn OeHer M OOKYMEHTOB CErofHs yXe HWKOro He yauBMLb, HO C Pa3BUTUEM WHTEpPHeT-
TEXHOMOrMM 3rI0YMbILLNIEHHUKWN NEPEMECTUNNCH B MHTEPHET, N NPOAOMKAOT 3aHUMaTbeCA "NobumbiM” aenom.

Tak nosiBuNacb HoBas yrpo3a: MHTEPHET-MOLUEHHUYECTBA UNN (PULLKHTF, rMaBHas Uefnb KOTOPOro COCTOUT B
Nosly4eHMn KOHuaeHumanbHbliX AaHHbIX NOfb3oBaTenen - NorMHOB M naponen. Ha adHrnuinckom sasbike phishing
untaetca kak domwmHr (ot fishing - ppibHast noens, password - naponb).

OcHoBHble coBeTbl N0 bopbbe ¢ hULLIMHIOM:

1. Cneawn 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHkeTa bbina B3nomaHa, To Heob6xoaMmo
3abnokMpoBaTh ee 1 COOOLLMTbL agMUHUCTPATOPaM pecypca 006 3TOM Kak MOXHO CKOPEE;

2. |/|CﬂOﬂb3yI7I Oe3onacHble Beb-calTbl, B TOM YncCre, MHTEPHET-MarasmHoB 1N NMOUCKOBbIX CUCTEM;

3. Vcnonb3yn cnoxHble n pasHble naponu. Takum obpasom, ecnv Tebs B3nOMarT, TO 3M0YMbILLUNIEHHMKN
nonyyaTt AOCTyn TOMNbKO K OAHOMY TBOEMY MPOOUIIO B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To Heob6XxoAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTopble Ao6aBneHbl y Tebs
B OpPYy3bsiX, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHu ByaeT pacchbinaTbCs CnaM U CCbIKUA Ha
VLLNHIOBbIE CaWThI;

5. YctaHoBu HagexHblvi naponb (PIN) Ha MOBUnbHLIN TenedoH;

6. OTKNOYM coxpaHeHue naporns B Gpaysepe;

7. He oTkpbiBan hannbl u gpyrve BAOXEHUs B NMCbMax, Aaxe €Crnv OHW MpULLAW OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTMPAaBNSANM N OHW Tebe aTn dannsbl.

LindpoBan penytauus
LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtupytowas
nHdopmMaums, pasMeLleHHas B MHTEPHETe, MOXET Cepbe3HbiM 06pa3oM OTPasvTbCs Ha TBOEW pearbHON XU3HW.

"Undposas penytaumsa” - 3To TBOW UMUK, KOTOPbIN hopMumpyeTcs M3 nHdopmaumm o Tebe B MHTEpHeTe.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MOMoXeHne, 0COBGEeHHOCTM XapakTepa M pacckasbl O
GNU3KUX - BCE 3TO HaKannMBaeTcs B CeTU.

MHorme noapoCTKM NErkOMbICIIEHHO OTHOCATCHA K nybnukaumm nuyHowW uHdpopmauun B WHTepHeTe, He
NMoHMMasi BO3MOXHbIX NMocneacTBuin. Thl faxe He CMOoXellb Aorafatbes 0 TOM, Y4To doTorpadus, pasmelleHHas 5
neT Hasapj, cTana NPUYMHON OTKasa NpuHATL Tebst Ha paboTy.

KomMmeHTapuu, pasmelleHne TBomx dotorpadun n gpyrne AencTsBmus MOryT He UCHE3HYTb [axe nocne Toro,
Kak Tbl UX yganuwb. Tbl He 3Haelb, KTO CoXpaHun 3Ty uHdopmaumio, nornasna M oHa B MOUCKOBbIE CUCTEMbI U
COXpaHWUnacb 1 oHa, a rnaBHoe: YTo NogyMatoT o Tebe OKpyKatoLme Nioaun, KOTopble HanayT U yBUAAT 3T0. Hantn
nHdOpMaLMIO MHOFO fleT CNycTa cMoXeT ntobon - kak n3 gobpbix NOOYXAeHWN, Tak U C HAMEePEeHUEM NPUYMHAUTL
Bpen. ATO MOXET ObITb KTO YyrogHo.

OcHOBHble COBETHI MO 3almTe LMPOBON penyTaumm:

1. NMogymai, npexge 4Yem 4TO-TO Ny6nMKoBaTh M NnepedasaTh y cebsi B 6nore nnv B counanbHON ceTu;

2. B HacTpolikax npoduns ycTaHOBW OrpaHNUYeHNst Ha NPOCMOTP TBOETO NPOdUIISA 1 Er0 COAEPXKUMOro, caenan
ero Tonbko "ons apysen”;

3. He pasmelyar u He ykasbiBa MHGOOPMAaLMIO, KOTOpasi MOXET KOro-imbo ockoponsitb nnm oomxarsb.
ABTOpCKOE npaBo

CoBpeMeHHbIe LUKOJSIbHVKM - aKTUBHbIe MOfb3oBaTeny LMdpoBoro npoctpaHctBa. OOgHako gareko He Bce
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3HAlOT, YTO MONb30BaHWE MHOMMMM BO3MOXHOCTAMM LudpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
WHTENNeKTyanbHyl0 COGCTBEHHOCTb.

TepMuH "nHTennekTyanbHas COBGCTBEHHOCTb" OTHOCUTCSA K pasfnMyHbIM TBOPEHUSIM YErOBEYECKOro yma,
HauMHas C HOBbIX M300peTeHun 1 3HakoB, 0603HaYaKLWMX COOCTBEHHOCTb HAa MPOAYKTbl U YCAyrK, U 3akaH4MBas
KHUramm, dpotorpacdmsmm, KWNHOPUNbMaM1 U My3blKanbHbIMU NPOU3BEAEHUAMMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNeKTyarnbHYl0 COGCTBEHHOCTb Ha NPOU3BEAEHUS HAYKKU, NUTepaTyphbl
N nckyccTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTUKM TOrO, YTO UHTEMMEKTyarbHbIN/TBOPYECKMIA Tpya
aBTopa He ByaeT HanpacHbIM, 4acT eMy cripaBeasiBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTatax CBOero Tpyaa,
MonyYnMTb W3BECTHOCTb W Mpu3HaHve. HukTo 6e3 paspelleHuss aBTopa He MOXET BOCMPOM3BOAUTL €ro
npousBeAeHMe, pacnpoCcTpaHaTb, NYONNYHO OEMOHCTPMPOBATL, NpoAaBaTb, UMNOPTMPOBATL, MyckaTb B MpoKar,
Ny6rMYHO UCNOMHSATD, NOKa3bIBaTL/UCNONHATL B 3chupe unu pasmeLlaTs B MIHTepHeTe.

VMcnonb3oBaHue "FIVIpaTCKOI'O" nporpaMmMHoOro obecrneyeHnss MoxeT npmnBectn K MHOrMM puckam: OT NoTepu
OaHHbIX K TBOMM akkayHTaMm OO0 6J'IOKI/IpOBKI/I TBOEero yCTpOIZCTBa, rae ycrtaHoBlieHa HenerarnbHada nporpamMmma. He
CTOUT Takxke 3abbliBaTb, YTO CYLEeCTBYIOT NeranbHble U OecnnaTHble nporpamMmmbl, KOTOpPbIe MOXHO HaNTW B CETMW.

O noprane

CeTeBUYOK.pd - TBOW rMaBHbIN COBETYMK B CETU. 30ECh Thl MOXKELLb Y3HaTb 0 GE30MACHOCTMN B CETU NOHATHBIM
N OOCTYMHBbIM SA3bIKOM, @ NPW BO3HUKHOBEHUM KPUTMYECKOW CUTyauun oBGpaTuUTbCs 3a COBETOM. A Takke MPUHSTb
y4yacTue B KOHKypcax M cTaTb CambiM LMPPOBBLIM rpaxkaaHnHoM!

Mpunoxexune N 3
NAMATKA Ons POOUTENENA O6 UH®OPMALIMOHHOW BE3ONACHOCTU OETEU

OnpepgeneHne TepMuHa "MHdopmauUnoHHast 6e3onacHocTb aeten" cogepxutcs B dPegepanbHom 3akoHe N
436-903 "O sawmte geten OT MHOPMAaLMK, NPUUUHAIOLLEN Bped WX 340POBbID U PasBUTUID", perynupyromnm
OTHOLLEHUS, CBA3aHHbIE C 3aLUTON AeTen OT nHdopMaLmm, NPUYNHSIOLWEN Bpe UX 300POBbI0 U (M) pasBUTHIO.
CornacHo gaHHOMY 3akoHY "MHdopMaLMoHHas 6e3onacHOCTb AeTel" - 3TO COCTOSAHME 3aLLMLLEHHOCTH, MPU KOTOPOM
OTCYTCTBYET PUCK, CBS3@HHbIA C MNPUYMHEHMEM WHGOpMaumen Bpeda WX 340POBbI0 UM (MM) U3NYECKOMY,
NCUXMYECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmaumen, NpuYnHAIOLWEN Bpes 340POBbLI0 U (MNK) pasBUTUIO
AeTel, aBngaeTcs:

1. nHbopmaLms, 3anpeLleHHas Ang pacnpocTpaHeHusa cpeau aeTen;

2. vHdopMauus, pacnpocTpaHeHne KOTOPOW OrpaHMyYyeHoO cpeau geten onpeferneHHbIX BO3pacTHbIX
KaTeropumn.

3. K nHpopmaumm, 3anpeLLueHHon ons pacnpocTpaHeHus cpean AeTen, OTHOCUTCS:

4. nHdopmaums, NodyxaatoLas AeTen K COBEPLUEHUIO AENCTBUNA, NMPEACTaBMASIOWMX YrPO3Y NX XKU3HN 1 (Mnn)
300pOBbIO, B T.4. MPUYNHEHWIO BpEAa CBOEMY 3[0POBbI0, CAMOYOUIACTBY;

5. cnocoGHOCTb BbI3BaTb Yy AETel XenaHue ynoTpebuTb HapKoTUYecKue cpeacTBa, NCUMXOTPOrNHbIe U (Unu)
odypMaHuBallume BellecTBa, TabauyHble W3OEnus, ankorofibHYl M CMMPTOCOAEPXallylo NPOAYKLUIO, MUBO U
HanWTKW, W3roTaBfMBaeMble Ha €ro OCHOBE; MPUHSATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCs MPOCTUTYLMEN,
OpOAsPKHNYECTBOM MW NOMPOLLARHNYECTBOM;

6. 060CHOBbLIBaOLLAS UK OMNpaBAblBaOLWLas A0MYCTUMOCTb HACKIUA U (Mn) KECTOKOCTM NMBo nobyxaatoLLasi
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OCYyLLEeCTBNATb HACUIMbCTBEHHbIE OENCTBUS N0 OTHOLUEHWIO K NIOAAM U XXUBOTHLIM;

7. oTpyuaoLwas ceMenHble LLEHHOCTU U (hopMUpYIOLLaa HEYBaXKEeHUEe K poauTensam u (Mnv) gpyrum yneHam
CceMbU;

8. onpaBabiBatoLLas NPOTUBOMNPaBHOE NOBEAEHNE;

9. cogepxallasi HeLeH3ypHyto 6paHb;

10. cogepxaluasa nHpopmaumio NnopHorpadmnyeckoro xapakrepa.

K nHdbopmaumm, pacnpocTpaHeHmne KOTOPOM OrpaHNYeHo cpean AeTen onpeaeneHHoro Bo3pacTta, OTHOCUTCS:

1. nHpopmaums, NnpeacTaBnsemMas B BUae M30b6paxeHUs UM onvMcaHus XeCcTOKOCTH, Prn3n4eckoro n (1nm)
MCUXMYECKOro Hacunus, NPecTyneHns UM NHOro aHTMOOLLLECTBEHHOIO AeNCTBHUS;

2. BbI3bIBalOLLas y AeTel CTpax, yKac UM NaHuky, B T.4. NpeacTaBnsieMas B BUAE N3006parkeHNst Unm onncaHms
B YHWXaOLWENn 4yenoBeyeckoe AOCTOMHCTBO (pOpMe HeHacurnbCTBEHHOW cmepTu, 3aboneBaHusi, caMmoybuincTaa,
Hec4yacTHOro criyyasi, asapuv unm katactpodsbl 1 (Mnn) nx NocneacTenm;

3. npeacrtaensiemass B BuAe W300paxeHUst MMM OMUCaHMS MOMOBbIX OTHOLLUEHUI MeXOy MY>XYMHOW U
>KEHLLMHOMN;

4. cogepxalas bpaHHble CNnoBa U1 BbIPaXXeHWs, He OTHOCALLMECH K HELLeH3YpHOWN BpaHu.

C yyetom atoro Bam npemnaraioTtcs npasuna paboTbl B cetn VHTepHeT Ana pasnuuHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbix NO3BONUT obecneyunTb NHAOPMaLMOHHY 6e30MacHOCTb BalUMX AeTEN.

O6wue npaBuna gns pogutenen

1. He3aBucnmo oT Bo3pacTa pebeHka ucnonb3ynte nporpammMmHoe obecneveHme, nomoratoiliee punbTpoBaTb
N KOHTPONMpPOBaTb UHOPMALIMIO, HO HE MofarakTecb MNOMHOCTLIO HA Hero. Bawe BHMMaHMe K pebeHKy - rmaBHbIN
MeTOo[ 3alUunTbl.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha OAHOM M3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMaTENbLHO U3yuYnTe, Kakytdo MHOPMAaLUIO MOMELLAOT ero Y4acTHUKN B CBOUX MPOhUnsax u
6rorax, Bknoyas chotorpadun n Buaeo.

3. [NpoBepbTe, C kKakMMu ApyrMMu cavTamm CBA3aH coumarnbHbIn cepsuc Bawero pebeHka. CtpaHuyku Bawero
pebeHka MoOryT ObiTb Oe3onacHbiMW, HO MOFyT W coAepXaTb CCbINIKM Ha HexenaTtenbHble M OnacHble CcawTbl
(HanpyvmMep, NOPHOCAWT, UNW CaWT, Ha KOTOPOM ApYr YyNOMWHaEeT HOMep COToBOro TenedoHa Bawero pebeHka nnu
Baw pomaluHum agpec)

4. MoolpsaiTe Balwmx geTel coobuiate 060 BCEM CTPaHHOM UMW OTTamNKUBAIOLWLIEM U HE CIULLKOM OCTPO
pearvpyiTe, Korga oHu 3TO AenatoT (13-3a onaceHns NoTepaATb AOCTYN K IHTEpHETY AeTu He roBOPAT POAUTENSAM O
npoGnemax, a TaKKke MOryT HayaTb UCMOMb30BaTb VIHTEPHET BHE IOMa W LLKOTbI).

5. byabTe B Kypce ceTeBon xun3HN Bawero pebeHka. MIHTepecyiiTech, KTo ux Apysbs B IHTEpPHET Tak Xe, Kak
WHTepecyeTeChb peanbHbIMU APY3bSMU.

BospacTt ot 7 no 8 net

B WMHTepHeTe pebeHOK cTapaeTcsa MOCETUTb T€ UIM MHble CalTbl, @ BO3MOXHO M 4aTbl, paspelleHne Ha
noceLleHne KOTOPbIX OH He nony4yun Obl OT poautenen. NoatoMy poanTensiMm 0CobeHHO NonesHbl OyayT Te OTYeTHl,
KOTOpble NPefoCTaBNATCSA MporpaMMamMy Mo OrpaHUYeHut0 ucnonb3oBaHuss WHTepHeTa, T.e. Pogutenbckun
KOHTPOIb MIN TO, YTO Bbl CMOXETE yBUAETb BO BPEMEHHbIX pannax. B pesynbrate, y pebeHka He 6ygeT owyLieHuns,
YTO 3@ HUM BeAEeTCs NOCTOSAHHBIN KOHTPOIb, OAHAKO, poauTenu 6yayT no-npexHeMy 3HaTb, Kakne canTbl nocellaeT
ux pebeHok. [leTn B JaHHOM BO3pacTe ob6nagatoT CUMNbHbIM YYBCTBOM CEMbW, OHU AOBEPUMBLI N HE COMHEBAIOTCA B
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aBTopuTteTax. OHun niobsaT nrpatb B cCeTeBble Urpbl U nyTewwecTBoBaTb MO MHTepHeTy, MCnonb3ya 3NMEKTPOHHYHO
no4Ty, 3axXoAnTb Ha CanTbl N YaThbl, HE pekomMmeHaoBaHHbIE poanTenaMn.

CoBeTbl N0 Be3onacHocTu B ceTn NHTepHeT ansa aeten 7 - 8 net

1. CospgaiiTe cnucoK AoMalUHUX MpaBWi MoceleHuss MHTepHeTa npu y4actum geteil U Tpebyiite ero
BbINOMHEHWS.

2. TpebyiTe ot Bawero pebeHka cobnogeHns BpeMEHHbIX HOPM HaxXOXAeHUst 3a KOMMNbloTepoM. [NokaxuTe
pebeHky, 4to Bbl HabnogaeTe 3a HUM He NoToMy 4YTo Bam aTto xouvetcs, a notomy 4to Bbl 6ecnokoutech 0 ero
6e3onacHOCTW 1 BCerga rotoBbl EMy NOMOYb.

3. KomnbloTep ¢ nogknioveHneMm Kk MIHTepHeTy OOMmKeH HaxoauTbCcs B OOLen KoMHaTe nog NpUCMOTPOM
poauTenen.

4. Ncnonb3ynte cneumanbHble eTCKME MOMCKOBbLIE MALUUHBI.

5. VlCI'IOJ'Ib3y17ITe cpencrtea 6J'IOKVIpOBaHVIF| HeXelnaTesnibHOro KOHTEeHTa KaK AOMOoJIHEHWE K CTaHOapTHOMY
POD,VITeJ'IbCKOMy KOHTpPOJO.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM MUMETb COOCTBEHHbIE aapeca.

7. Bnokupynte goctyn k caWTam c 6ecnnaTHbIMW MOYTOBBLIMW SAWMKAMU C MOMOLLBID COOTBETCTBYHOLLENO
nporpammHoro obecneveHus.

8. MNpuyunte geten coBeToBaTbCcsa ¢ Bamu nepepn onybnukoBaHMem Kakon-nmbo nHgopmaumu cpeactsamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX (POPM U NpodUnen.

9. Hayunte pgeteni He 3arpyxaTtb hannbl, nporpammMbl Unmn My3sblky 6e3 Ballero cornacus.
10. He paspeluarite AeTM UCNONb30BaTb CyX0bl MTHOBEHHOrO OOMeHa CoOOLLEeHNAMM.

11. B "Genbin" CNUCOK CaWTOB, paspeLleHHbIX ANs MOCeLeHns, BHOCUMTE TOMbKO CaWTbl C XOpPOLUEN
penyTauuen.

12. He 3abbiBaviTe 6ecenoBath ¢ eTbMU 06 X Opy3bsix B VIHTepHeTe, Kak ecnv 6bl pedb wna o Apy3bsax B
pearibHOWN >XU3HMU.

13. He penavite "taby" n3 BONpoCcoB NOSIOBOM XWU3HW, TaK kak B IHTepHeTe geTn MOryT nerko HaTKHyTbCs Ha
nopHorpaduio nnm canTsl "gns B3pocnbix”.

14. Mpwnyuunte Bawero pebeHka coobiaTe Bam 0O NOBbIX yrpo3ax unm Tpeeorax, CBA3aHHbIX ¢ IHTepHeTOM.
OcTaBanTecb CMOKOWHbIMW M HanoMHUTE OETAM, YTO OHM B 6€30MacHOCTM, eCNM CaMKn pacckas3anu Bam O CBOMX
TpeBorax. loxBanure ux 1 NOCOBETYNTE NOLAONTU eLle pa3 B MOAOOHLIX Cryvasix.

BospacTt getenn ot 9 fo 12 nert

B paHHOM BO3pacTe AeTu, Kak NpaBumo, yKe HachfblwaHbl O TOM, Kakas uHdopmauus cyllecTByeT B
UHTepHeTe. CoBepLUEHHO HOPMarnbHO, YTO OHU XOTHT 3TO YBUAETh, MPOYECTb, YCblWaTh. [1py 9TOM HY>KHO NOMHUTB,
YTO AOCTYN K HexenatenbHbIM MaTepuanam MOXHO fnerko 3abrokupoBaTb Npu NOMoLWM cpedcTB Pooutensckoro
KOHTpOSSI.

CoBeTbl N0 6e3onacHocTy ans aeten ot 9 oo 12 net

1. CospganTte CnNMCOK OOMALUHMX NpaBunl nocewieHnss MIHTepHeT npu ydacTum peten mn tpebynte ero
BbINONHEHVSI.

2. TpebyinTte ot Bawero pebeHka cobnogeHns HOpM HaXoXAeHUS 32 KOMMNbIOTEPOM.
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3. Habnopaite 3a peGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaxuTe emy, 4To Bbl GecrnokouTecb O ero
6e30nacHOCTU 1 BCerga rotoBbl OKasaTb eMy NOMOLLb.

4. KomnbloTep € nogkntoveHnem B WIHTEpHET JOormkeH HaxoauTbCs B OOWen koMHaTe noa npucMoTpoM
poauTenen.

5. Vicnonb3ynte cpeactea GrokMpoBaHMSA HeXenaTerbHOro KOHTEHTa Kak AOMOfHeHWe K CTaHOapTHOMY
PoanTtensckomMy KOHTPOIHo.

6. He 3abbiBanTe npuHMMaTh HENnocpeacTBEHHOe yvacTue B Xn3Hu pebeHka, 6eceqoBatb ¢ geTbMu 06 ux
Opy3bsix B VIHTepHeTe.

7. HactanBavite, 4Tobbl 4€TW HMKOr4a He cornallanvicb Ha NYHbIE BCTPEUN C ApY3bAMU MO MIHTEpHeTY.
8. MNosBonante geTam 3axoAuTb TOMbKO Ha canTbl 13 "6enoro” cnucka, KOTopbIN co3aanTe BMECTE C HAMM.

9. MNpuyunTte geTen HUKOrAa He Bbl4aBaTb MUYHYIO MHAOPMALMIO CpeacTBaMM SMEKTPOHHOW MOYThI, YaToB,
CMCTEM MIHOBEHHOro o6MeHa coobLLEeHNAMM, PErUCTPALMOHHBIX POpM, MMYHBLIX NpodUnen N Npu perucTpauum Ha
KOHKypcbl B IHTepHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. OBbACHUTE UM, YTO OHW MOTYT
Cry4YanHo 3arpysvTb BMPYCbl NN APYroe HexenartenbHoe nporpaMmHoe obecneyeHue.

11. Coszgaiite Bawemy peGeHKy orpaH1YeHHYH y4eTHYHO 3anuck Ans paboTbl HAa KOMMbOTEpE.

12. Mpunyuunte Bawero pebeHka coobwaTe Bam 0 NOGLIX yrpo3ax unm Tpeeorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomHuTe getsam, 4to oHM B 6€30MacHOCTU, eCN caMy pacckasanu Bam O CBOUX TPEBOrax U OMaceHumsix.

13. Pacckaxute getam o nopHorpadum B NHTepHeTE.

14. HactanBante Ha ToMm, 4YTOObI A€TM NPEeAOCTaBAsANM BamMm JOCTYN K CBOEN 3NIEKTPOHHON MoYTe, YTOObI Bbl
y6eamnumcb, 4To OHU He obLLatTCH C HE3HaKoMLaMu.

15. OGbsACHUTE OeTsIM, YTO HeNb3si UCMOoJIb30BaTb CETb AN XYNUraHCTBa, PacnpoCTpaHEeHUs! CNeTeH Unu
yrpoa.

BospacT geten ot 13 go 17 netr

B atom BO3pacTe NoApOCTKM aKTUBHO MCMNOJIb3YHOT MOUCKOBbIE MalUWHbI, NOJIb3YHOTCA 3]'IeKTpOHHOl7I noyTomn,
Cﬂy>K6aMVI MrHOBEHHOro obMeHa COOOLWEeHUsIMKN, cKavymBatoT MY3bIKY “ (bVIJ'IbeI. Manbunkam B 3TOM BO3pacTe
fonblie no HpaBy CMeTaTb BCE€ OrpaHu4YeHund, OHU XaxayT rpy60ro tOMOpa, a3apTHbIX Urp, KapTUHOK "ona
B3pOCJ'IbIX". [eBo4kn npeanoynTarT obuwaTtbcd B 4aTax, npn 3TOM OHWU Tropas3go Gonee YyBCTBUTEJIbHbI K
CeKkcyalibHbIM goMoratesnbCcTBam B MHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe poAUTENSIM YXKe BeCcbMa CIOXHO KOHTPONMPOBaTb CBOMX AETEW, Tak kak 0b
VIHTEpHETE OHW YKE 3HAKT 3HAYMTENbHO Bornblue CBOMX poauTenen. TeM He MeHee, He OThyckawTe OeTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapantecb akTUBHO y4acTBoBaTb B 00OLweHnmn pebeHka B NHTepHeTe.

BaxHO no-npexHemy cTporo cobniogate npasBuna MHTepHeT-6e30nmacHOCTU - corfalleHne  Mexay
poauTenaMu u getbMu. Kpome Toro, Heo6xoaMMo Kak MOXHO Yallle NpocMaTprBaTb OTYETHI O AeATEeNbHOCTU AeTel
B MHTepHeTe. CneayeT o6paTuTh BHUMaHWE Ha HEOGXOOMMOCTb CodepXKaHuUs poauTeNbCKUX Naponei (naponem
aAMUHUCTPATOPOB) B CTPOrOM CEKpeTe U 06paTUTb BHUMaHWE Ha CTPOroCTb 3TUX Napose.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net
1. CospganTe cCnucok OoMalUHWMX MNpaBun noceweHnsa VHTepHeTa npu yvyacTuM MOLPOCTKOB U TpebywnTte

6e3ycnoBHOro ero BbinonHeHnss. O6roBopute ¢ pebeHKoM CNUCOK 3anpeLLeHHbIX CanToB ("4YepHbIn CMCoK"), Yackl
paboTbl B IHTepHeTe, pykoBoACTBO MO 00l eHunio B IHTepHeTe (B TOM Yu1cre B YaTax).
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2. KOMI'IbI'OTep C NoAkKr4yeHnem K cetm MHTepHeT OOJDKEH HaxoauTbCs B 0OLLIE KOMHATe.

3. He 3abbiBante 6ecenoBath ¢ AeTbMu 06 X Apy3bsX B VIHTEpHETE, O TOM, YEM OHM 3aHATLI TakMM 06pasom,
OGyaTo peyb MAET O ApYy3bsiX B peanbHowm xu3Hu. CnpalumsainTte o nasx, ¢ KOTopbiMY AeTH o0LWatTcst TocpeacTBOM
cny6 MrHoBeHHoOro obmeHa coobLLEHUSMU, YTOObI YOEeaANTLCS, YTO 3TK NIOAN UM 3HAKOMBbI.

4. WNcnonbsynte cpeactea GNOKMPOBaHWA HEXenaTenbHOrO KOHTEHTa Kak [OMOofIHeHWe K CTaHO4apTHOMY
PoanTtensckomMy KOHTPOIHo.

5. Heobxoanmo 3HaTb, KakuMn Yatamm nonb3ytoTca Bawm getu. MNMoowpsante ncnone3oBaHve MogepupyemMbix
4yaToB M HacTamBawTe, YTobbl 4eT He 0bLLannCcb B MPMBATHOM pEXMME.

6. HactanBaiite Ha ToM, YTOObI 4ETN HUKOrOA He BCTpe4anmcb JINYHO C ApYy3bAMU N3 CETU VlHTepHeT.

7. lMpuydnte geTer He BblgaBaTb CBOK NMYHYK MHAOPMaLUIO cpeacTBamMu SMEKTPOHHOW MOYThbl, YaToB,
CMCTEM MrHOBEHHOro obmMeHa CoOBLLEeHNAMN, PerncTpaumMoHHbIX OPM, MYHBIX NPodunen 1 Npu pernctTpaummn Ha
KOHKypcCbl B VIHTepHeTe.

8. MpuyunTe OeTel He 3arpyxaTtb nporpaMmbl 6e3 Bawero paspelweHusi. OBbACHWTE UM, YTO OHWU MOTYT
Cry4yainHo 3arpy3nTb BUPYCbI UINN APYroe HexenaTenbHoe nporpaMmmMmHoe obecneyeHue.

9. Mpuyunte Bawero pebeHka coobate Bam 0 NobbIX yrpo3ax Unm TpeBorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHuTe geTsaM, 4TOo OHM B GesonacHOCTW, eCnu camu pacckasanu Bam, O CBOWMX Yyrposax Wnu TpeBorax.
lMoxBanute nx 1 NOCOBETYNTE NOAOWTU eLle pa3 B NOAOGHbIX Criydasx.

10. Pacckaxute getam o nopHorpadum B WMHTepHeTe. lNMomorMte Mm 3awmtmutbCs OT chnama. Hayuute
NnoapOCTKOB He BblaaBaTh B VIHTEpHETE CBOEro pearibHOro 3f1eKTPOHHOrO agpeca, He OTBeYaTb Ha HeXenaTternbHble
nMcbMa 1 UCNoMb30BaTh cneunanbHble NOYTOBbIE UNBTPbI.

11. I'IleyHMTe cebs1 3HaKOMUTbCS C canTamu, KOTOpbl€ NnoceLlarT NoAPOCTKN.

12. Hayuute geTei yBaxaTtb OPYrux B MHTEpHeTe. YbeanTech, YTO OHU 3HAKT O TOM, YTO MpaBuiia XopoLUero
noBeeHns AeACTBYIOT Be3e - AaXe B BUPTyanbHOM MUpE.

13. OObAcHUTE peTaM, 4YTO HU B KOEM Clniydae Helnb3da WUCnosnb3oBaTb Cetb Aand XynuraHcTBa,
pacnpocTpaHeHuda cnneTteH unn yrpo3 gpyrum nogqam.

14. ObcyanTe ¢ nogpocTkamu Npobnembl ceTeBbIX a3apTHbIX UIP U X BO3MOXHbIN puck. HanomHuTe, 4to getn
He MOryT urpaTb B 3TW UIPbl COMNAcHO 3aKOHY.

MocTosiHHO KOHTpoNMpyiTe ucnone3oBaHne NHTepHeTa Bawwnm pebeHkom! OTO He HapyLleHWe ero NMYHOro
NpOCTPaHCTBa, a Mepa NpeoCTOPOXHOCTM U NPosiBrieHne Balwern poantenbCckon 0TBETCTBEHHOCTU 1 3a00ThbI.

K0HcyanaHTI'Imoc www.consultant.ru CtpaHuua 15 13 15

HageXHas npaBoBas noaaepxka


http://www.consultant.ru/
http://www.consultant.ru/

